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CONTEXT

Major industrial accidents of the past, such as the Chernobyl Nuclear Disaster
(Ukraine, 1986), the Bhopal Gas Tragedy (India, 1984), or the Beirut Explosion
(Lebanon. 2020), demonstrate the major, long-term public health, environmental
and economic risks of such incidents at CBRN facilities.

Additionally, the invasion of Russia into Ukraine has highlighted the risks when
CBRN Facilities come under attack, and how this can be used for terroristic or
extortion purposes. Furthermore, the risk of disastrous incidents is increasing as
rogue states, criminal enterprises and terroristic groups are becoming ever more
sophisticated and aggressive in hacking operational systems at CBRN facilities.

OVERALL OBJECTIVE

To strengthen and enhance protection and security measures for national CBRN
Critical Infrastructure facilities and practices in the SEEE, CA and MIE partner
countries, to ensure minimization of consequences of attacks/breaches at such
facilities.

SPECIFIC OBJECTIVES

1. Strengthen horizontal coordination between different state organizations
responsible for protection and security of CBRN facilities.

2. Enhance risk assessment of CBRN Critical Infrastructure facilities.

Enhance physical and (cyber-)security capabilities/capacities.

4. Stimulate exchange of best practices and networking.
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ACTIVITIES

AMOUNT
€ 7.5 million

IMPLEMENTING PARTNER
International Science and Technology
Center

DURATION

Phase 1: 12 months. From 11 September
2023 until 10 September 2024

Phase 2: 45 months. From 11 September
until 10 June 2028

COUNTRIES COVERED

Central Asia: Kazakhstan, Kyrgyzstan,
Mongolia, Pakistan, Tajikistan,
Uzbekistan

South East and Eastern Europe: Albania,
Armenia, Azerbaijan, Bosnia and
Herzegovina, Georgia, Moldova,
Montenegro, North Macedonia, Serbia,
Ukraine

Middle East: Iraq, Jordan, Lebanon

CONTACTS

European Commission Service for
Foreign Policy Instruments (FPI)
FPI 1 — Global Threats
FPI-1@ec.europa.eu

1. Establish policy, methodologies, guidelines and protocols on identification and classification of components of National

CBRN Critical Infrastructure.

2. Develop risk assessment tools and perform pilot assessments in each partner country of a CBRN Critical Infrastructure

facility.
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ACHIEVEMENTS

The project is at inception phase.

Formulate guide on general design of physical protection, (cyber-)security & operational systems.

Develop decision-making framework on how to respond to protection and security (including cyber-security) threats.
Identify equipment and software needs for upgrading physical protection and (cyber-)security & operational systems.
Provide practical trainings and exercises on protection, operational security (including cyber-security).

Foster networking of national and regional CBRN critical infrastructure protection and security.

Stimulate sharing of good practices based on relevant EU and partner countries institution’s experiences.



https://cbrn-risk-mitigation.network.europa.eu/index_en
mailto:FPI-1@ec.europa.eu

